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REGULATORS AND INDUSTRY ARE BUILDING THE SAME TWO ANSWERS

one writes the abligations, the other builds the mechanisms — both split at the same moment: the action

BEFORE

Should this happen?

Identity who is this agent?
Permission what may it do?
Guardrails checked before it runs

audits - identity standards - FIDO - AARM

limit: approval is a forecast

THE ACTION

AFTER

THE ACTION

executed - blocked - refused

sealed as one record

what was asked, what was decided,
what happened — tamper-evident

the one artifact both sides need

Can anyone prove it?

Record exactly what happened
Proof verifiable by anyone
Recourse evidence courts accept

record duties - IETF SCITT - courts

limit: proof alone can't prevent

EACH AGENT'S LEDGER OF ACTIONS

e N W Wy

every action appends — nothing edits - not even the operator can rewrite it

THE PAYOFF — a proven track record earns the next grant of autonomy

reputation - wider mandates - insurability — accountability becomes the adoption accelerant

Not every agent needs this. Where an adverse reviewer waits — a counterparty, regulator, or court —
the record must verify without trusting the operator. That is the shared piece neither side can supply alone.




THE WHOLE ANSWER IS A LADDER — EACH STEP NEEDS THE ONE BELOW IT

observability alone explains - verification alone forecasts - only a record proves - only a ledger remembers - only memory earns trust

TRUST RISES

=
(
RECORD
OBSERVE VERIFY LEDGER REPUTATION
prove what happened ,
see whal agenls do check beiore they act remember every action earn the next mandate
_ , o the action, the decision, _ _
logs, traces, telemetry — identity, permissions, the outcome — sealed append-only history track record — wider
explains behavior guardrails at the boundary tamper-evident anchore, q per agent — nothing edits autonomy, insurability
( mature today ) ( growing, plural ) ( THE GAP — AAC ) ( AAC, per agent ) built on the rest
¥

OTel - APM vendors

IAM - guardrails - AARM

IETF SCITT — open, neutral

anyone's anchor — federated

consent-based, earned




Why one open record — and why no one should own it

1

Everyone is building this

every agent stack ships its own
action log; every enterprise
re-solves it internally — necessity,
not differentiation

2

It only works shared

records must cross vendor
boundaries; provenance and
reputation need a common base
— or every track record is
incomparable

3

Shared means neutral

evidence must be believed by
parties who don't trust each other
— including whoever owns the
format. Neutral governance, by
definition

4

Neutral means adopted

an open spec at IETF + a neutrally
governed code home = what
enterprises can standardize on:
interop, choice, no lock-in

Vendors should not compete on the record format — like the TLS record or TCP, it's the layer everyone needs and no
one should own. Compete above it.

No established, general-purpose open standard for the agent action record exists today — every production stack ships its own format. The early drafts converging
on this layer compose with this one, and we've made that testable.
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The spec family

LAYER SPEC REFERENCE IMPL + VECTORS

The recoxd Agent Action Capsule + Composition I-D capsule-emit (seal()) + interop vector suite

CAN - WHO - WHAT - AUDIT bind by a shared
action-digest

Payload Canonical Payload Binding I-D spec-pure 1lib + 77 conformance vectors (incl.
bj_ndj_ng one digest, one meaning, in anyone's verifier MUST-FAIL)
The log Checkpointed Local Log I-D cll package + KATs cross-checked against an

MMR + signed chained checkpoints; entries stay independent MMR implementation

local and private

The witness SCITT registration, RFC 9942 receipts capsule-anchor - free public instance

no new protocol bring-your-own-witness first-class

Composition is requirements a format maps itself against — not slots anyone is assigned to.

action -» state apache-2.0 - no 1pr claims
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03 - FOUR PROVING GROUNDS, THREE LANGUAGES AGENTACTIONCAPSULE.ORG

Implementations and field evidence

MESH-LLM - LIVE NODES OF BRANCH / WIP A2A COMMERCE - NANDA DISCOVERY

Signed, hash-chained inference receipts — model, quant, hardware, An autonomous buyer and competing sellers, discovered through the
usage — sealed at the serve boundary by a Rust admission plugin and registry, negotiating in private deal rooms. Every turn signed (RFC

a Python sidecar. 9421); limits enforced deterministically at the boundary.
checkpointed by default - idle logs stay silent - sealed either way — co-signed deal capsule, or BLOCKED.
self-reported config i1s labeled self-reported refusals are records too

JUDGED OUTCOMES - T2-BENCH HACKATHON LINEAGE - PRE-IETF 126

A sealed, checkpointed conversation corpus read backwards at report Multi-participant builds against the specs. The CPB vector suite came
time. Deterministic rows recompute; model-assisted judgments carry out of exactly the failure #37 names — two implementations

model id, prompt digest and seed. serializing the same action differently.

re-adjudicable - the record layer never depends on
trusting the judge 77 vectors now pin it

77 vectors: jcs-n 43 - cpb-check 13 - typed-refs 8 - subject-binding 4 - registry 4 - domain-transforms 2 -
profile-independence 2 - multimodal 1

action -» state python (canonical) - rust - js — conformant when the vectors pass



07

MESH-LLM - RUNGS AND VECTORS

RED-TEAM PUBLISHED IN-REPO

TWO 1adders, and What eaCh rung buys the strip never claims more than its rung

CROSS-PARTY RUNG

- WHAT THE OTHER SIDE CONFIRMED

<unilatera1_fa11back> (\/ acknowledged_receipt> V full bilateral

unilateral fallback — the node’s
own say-so, honestly named.

never identity.

MEASUREMENT CLASS - WHAT ACTUALLY RAN

<se1f_measured> (\/ os_measured>

acknowledged_receipt —aclient nonce full _bilateral —identity, request binding and authority arrive
binds the exchange. Equivocation resistance, together — always carrying identity_limitation: rung 2 secures against

a colluding requester, not against the node.

self_measured — the process hashes its own os_measured — the kernel’s cdhash, not the tee_measured — measured into a hardware
binary — a compromised one can sign a pristine process’s own claim — degrades with a caveat, never register before exec. Our Macs top out at
decoy. faked. 0s_measured — honestly.

ATTACK VECTORS - RUN, NOT IMAGINED V caught - o labeled o open

V' Bind-to-wrong-request — request_digest mismatch 9 Self-minted commitment — labeled, not caught

V' Cross-exchange splice — exchange_id mismatch fires ©  Equivocation — one commitment, two contradictory records

V' Silent upgrade — absent, partial, or null commitment ©  Nonce replay — no dedup at rung 1

V' Rung-ordering — a falsy predecessor can’t reach rung 2 ©  Decoy-hash under self_measured — closed at tee_measured

The three open items ship as a weak-links table in the repo — a residual you can read beats a rung you can’t check.

action -» state

capsule-emit-mesh - redteam rungl-rung3



Live: the tamper check

$ capsule verify run-honest.jsonl

vV 128 records - chain intact - checkpoint witnessed — PASS

$ edit one claimed field - do not re-sign

$ capsule verify run-tampered.jsonl
X action-digest mismatch at leaf 87 — 8f3a2cld = b41e07a9 — FAIL

A tampered recoxrd is caught by
math, not by us.



04 - RFC 9943 SCITT -

The witness layer,

SIGNED STATEMENT

COSE_Signl RFC 9052

protected iss-sub-alg- content_type —
Issuer and subject sit inside
the signed unit

payload the statement bytes — an AAC
capsule, or a CLL checkpoint

signature  over Sig_Structure — header

and payload bound together

inclusion proof

This exact statement was registered — checked
against the root, not against the issuer's word.

action -» state

RFC 9942 RECEIPTS

TRANSPARENCY SERVICE

the witness registration

Registration policy gates by statement type
and action class — without parsing the
payload.

The registered statement is appended to the
service's verifiable data structure.

A checkpoint-aware witness also refuses a
checkpoint that doesn't extend the last one it
accepted.

capsule-anchor -
instance -

free public
byo-witness

consistency pzroof

Log N+1 is log N plus more — nothing committed
was rewritten.

STATEMENT x RECEIPT x PROOF

unChanged no new protocol here — we register statements and read receipts

vV RECEIPT

COSE receipt RFC 9942

A second COSE_Sign1, signed by the service,
over a verifiable-data-structure proof.

Carries a SHA-256 Merkle inclusion path to a
published root.

Rides in the statement's unprotected header
— the record travels with its own proof.

offline check -

required

issuer's key not

what a receipt never says

That the claim is true. Only that it was registered,

and by when.

scitt-cose

capsule-anchor



FOUI SlOtS, one Capsu:l.e, tWO regiStries members are cited, never re-minted

WHO COMPOSITION CAPSULE CANONICALIZATION REGISTRY - CPB
Identity and pedigree — who acted, and on seal (who(..), can(..), did(..), §13.1
whose behalf audit(..)) jcs RFC 8785; SHA-256; lowercase
hex
One capsule referencing each member by CPB
CAN typed digest ref, annotated with its slot. A
The authority that permitted it — often a meml?er al.ready produced is gited
carried, foreign-signed artifact, bound byte-identically — never re-minted. TBD CDE/dCBOR normalization —
as-transmitted. N ) reserved for a later revision
member ref
DID ARTIFACT TYPE REGISTRY - CPB §13.2

3 "type": "capsule",
The action itself — request_digest and "digest_alg": "SHA-256",

response_digest held apart, so may never "digest": "8f3a2cld..", agent-action-capsule
reads as did.

"slot": "can" % jcs - exclusion set jcapsule_id,

chain$ - 64-char lowercase hex

AUDIT capsule_id = SHA-256 over the canonical record Entries are immutable. A verifier resolves
Disposition and its limits — verdict_class, including signhature and key_id — the ID names the digest context from the reference's type —

timestamp, assurance, withheld[]. exact bytes and the signer. never from the field beside it.



The 10g iS a foreSt, nOt a tree entries stay local and private; only the checkpoint travels

11 LEAVES - THREE PEAKS ROOT - 32 BYTES

( Y ( ) ( ) 8f3a2cld..
peak - 8 leaves - height 3 peak - 2 peak - 1

0123456 8 9 10

\ S \ S \ S

One value committing to all 11 leaves.

checkpoint - COSE_Signl

Each peak is a perfect binary Merkle subtree. Append is O(log n) and never § size: 11, root: 8f3a2cid..
restructures an earlier leaf — a leaf's index is fixed by its inclusion under the bag the peaks sy Silmes B, [y ook MMAeETECL.,
root. right-to-left
inclusion proof for leaf 7 = a logarithmic path of sibling sha256 (right . .
t t , K
hashes, 4 nodes | left) tmestamp 2yyAel
10k-100k records -» one ~200-byte
checkpoint
The stamp lands on the
checkpoint; every record inherits
it through its inclusion proof.
from the log — even unsigned from the witness from the signature
order - completeness (range proof over contiguous contemporaneity (an append-time bracket) - authorship — and only authorship
leaves) - tamper-evidence non-equivocation




OTHER RECORDS

registration events

CAPSULE LEDGER (any producer)

( )
Agent Action Capsule
records
produced with seal()

\_ J

Two logs, one discipline, one boundary o:irr srvce-coSE-RECETPTS - MMR-PROFTLE

append-only, never rewrites

Checkpoint

deterministic JSON - Ed25519
size - root - prev - issuer

-

MMR

append-only, never rewrites

Checkpoint

COSE_Sign1
size - commitment - prev - issuer

DRAFT-MIH-SCITT-CHECKPOINTED-LOCAL-LOG

Independent Witnhess

the witness's own log

the copy outside your hands

nothing but a few hundred content-free bytes crosses this line

no payloads - no record contents - no metadata about them



09 - THE HARDEST QUESTION IN THE ROOM

"What 1is the lookup key,
and who holds the
index?"

The npm/keyv autopsy: poisoned packages with valid
provenance. After unpublish the records survive — but
the only index route, an artifact digest living in deleted
registry metadata, is gone.

A missing address, not a missing
recozrd.

action -» state

Identity

Position

Custody

Absence

THE RESIDUAL

CREDIT: IMRAN SIDDIQUE

Self-derived: capsule_id is the digest of the record itself, and
the subject binding is recomputable by any participant.
Addresses never live only in someone's deletable metadata.

An address: (log_id, leaf index) under a witnessed checkpoint.
SCITT indexes by issuer and subject, carried inside the signed
statement.

Plural by construction: owner, counterparty half, and every
relying party's verify-at-receipt bundle. Unfindability requires
correlated loss across parties with opposed interests.

Accountable, in three states: artifact - signed refusal -
recorded absence. "I asked and it was gone" is itself citable
evidence.

Witnessing proves integrity and consistency — never availability. What the design
changes: loss requires collusion, gaps are detectable, and silence is impossible.

cll -00 §5 - posted before the question was asked
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Whexre it's going

TIETF LINUX FOUNDATION

SCITT for CPB and CLL; the forming AUDIT work carries the Complementary record formats, and cross-ecosystem witnessing
architecture composition is expressed within — interaction, between them.

binding, log.

DONATION BY DESIGN DONATION BOUND

Repos, marks and reference services are headed to neutral The adoption home gets the merged appraisal vocabulary,
stewardship. The composition repo's own governance says: not a conformance profiles, and the place implementations test against
company asset. each other.

ASK: Speak with your org and see if your organizations would like compose and see the
Capsule as neutral standard.
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Trust that survives strangers
is the only kind worth
standarxdizing.

d“ti tttttttt ) seven I-Ds - no IPR claims - apache-2.0
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